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1. Kebutuhan Utama

Berdasarkan skenario, sistem jaringan ini memerlukan:

1. Segmentasi VLAN: VLAN 10 (ADMIN), VLAN 20 (TEKNISI), dan VLAN 30 (HOTSPOT).

2. Trunking: Jalur trunk melalui ether2 menuju switch.

3. Layanan Jaringan: DHCP Server di setiap VLAN dan NAT untuk akses internet.
4, Keamanan: Firewall Filter untuk membatasi akses antar segmen.

5. Manajemen Pengguna: Captive Portal (Hotspot) untuk VLAN 30.

6. Manajemen Bandwidth: Limitasi 5 Mbps per jaringan.
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2. Spesifikasi Pengalamatan IP

Nama Interface |VLAN ID |IP Address DHCP Pool Keterangan
etherl (WAN) - Dynamic (ISP) DHCP -Client Sumber Internet
vlan10-ADMIN 10 192.168.10.1/24 |192.168.10.10-192.168.10.20 |Akses Penuh
vlan20-TEKNISI 20 192.168.20.1/24 |192.168.20.30-192.168.20.40 |Hanya Internet
vlan30-HOTSPOT |30 192.168.30.1/24 |192.168.30.20-192.168.30.40 |Login Portal

3. Langkah-Langkah & Bukti Konfigurasi
A. Konfigurasi Interface VLAN (Trunk)

Membuat interface VLAN 10, 20, dan 30 pada ether2 sebagai jalur utama ke Switch.



Ellnterraoes v Interface Interfacelist Ethernet EolP Tunnel IPTunnel GRETunnel VLAN VXLAN VRRP MACsec MACVLAN Bonding LTE ¢ X

Lt New (@ Enable () Disable Q Find ¥ Fiter O © Gonfiguration
er Name ~ Type Actual MTU  L2MTU  Tx Rx Tx Packet Rx Packet FPTx
R % etherl-WAN  Ethernet 1500 1598 0 bps 1536 bps 0 3 Detectinternet
- % ether2-TRU.. Ethernet 1500 1598 0bps 0bps 0 0 (
4o vian10-A... VLAN 1500 1594 0bps 0bps 0 0 (
< vian20-T... VLAN 1500 1594 0 bps 0bps 0 0 (
o vian30-H... VLAN 1500 1594 0 bps 0bps 0 0 (
R ¥ etherd Ethernet 1500 1598 107.8kbps 10.7 kbps 10 13 (
% etherd Ethernet 1500 1598 0 bps 0bps 0 0 (
% ethers Ethernet 1500 1508 0 bps 0bps 0 0 (
R @rlo Loopback 65536 0 bps 0bps 0 0 (
R @ wlanl Wireless (Atheros AR... 1500 1600 0 bps 0bps 0 0
X < Wlan2 | 1500 1600 0 bps 0

1M w1 b live

G Interfaces - Interface Interface List Ethernet EolP Tunnel IP Tunnel GRETunnel VLAN VXLAN VRRP MACsec MACVLAN Bonding LTE o oX
O New Q Find ¥ Filter
P Name ~ Type MTU Actual MTU  L2ZMTU  VLANID Interface T Rx Tx Packet Rx Packet :
¢ vian10-ADMIN  VLAN 1500 1500 1594 10 ether2-TRUNK 0bps 0bps Q Q
4o vian20-TEKNISI  VLAN 1500 1500 1594 20 ether2-TRUNK 0bps 0bps 1] 1]
o vian30-HOTSP.. VLAN 1500 1500 1594 30 ether2-TRUNK 0bps 0 bps 0 0
2 | ntan

B. Konfigurasi IP Address & DHCP Server & DHCP-Client Untuk Etherl
Membuat Dhcp-Client di ether1-WAN : /ip dhcp-client add interface=ether1 disabled=no

Memberikan alamat IP pada masing-masing interface agar dapat menjadi gateway bagi client.




3;-' Addresses

4 New Q Find ¥ Filter
P Address -~ Network Interface VRF =F
D + 192.168.4.53/24 192.168.4.0 etherl-WAN main E
% 192.168.10.1/24 152.168.10.0 vian10-ADMIN main
% 192.168.20.1/24 192.168.20.0 vian20-TEKNISI main
% 192.168.30.1/24 192.168.30.0 vlan30-HOTSPOT main !
4 B Live

3;—' Pool + Pools Used Addresses °ooX 0 X

5 New Q Find ¥ Filter |
Name ~ Addresses Mext Pool Total Used Available =
5 dhcp_pool7 192.168.10.10-192.168.10.20 none 11 1 10 P
5 dhcp_pool8 192.168.20.30-192.168.20.40 none 11 Q 11 Jsration
5 dhcp_pool9 192.168.30.20-192.168.30.40 none 21 0 21 fig C.
|
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Konfigurasi Firewall & NAT

Mengaktifkan NAT Masquerade agar client bisa terhubung ke internet dan menyusun Firewall Filter
untuk pembatasan akses.



@ miKkroTik | Workspace: <own> = e~ Safe Mode
¥ uick set
T wWiFi "T" Firewall - FilterRules NAT Mangle Raw Service Ports Connections AddressLists Layer7 Protocols °ox
£2, User Manager 3 New REI Ty U o - [Py,
I Wireless > # ~P Action  Chain Src.Address  Dst. Address  Sic. Add.. Dst.Add. Protocol Src.Port  Dst.Port  In.interf.. Outinte.. In.interf.. Out.inte.. Bytes Pi=
[ i %% NATRule > New... %! NAT Rule > New... = Reset All Counters
© wireGuard —_— :
- Generall| Advanced | Extra | Action | Statistics General Advanced Extra Action Statistics
. @ Copy
B ppp = Action masquerade
TR Switch > T 4 Actions
I Mesh Log Reset Counters
op 5 Chain | srcnat Log Prefix  + Reset All Counters.
Y& Ipve > Src. Address  + o Port:
o Ports +
£ vpLs > Dst. Address  +
2 Routing » Sre. Address List  +
48} system > Dst. Address List -+
(F Queues
@ DotlX Protocol  +
B Files src. Part
E Log Dst. Port
(=) New Terminal Bz
{?{ RADIUS In. Interface  +
& Tools ) Out. Interface ether1-1SP
(® partition
In.Interface List -+
B Make Supout.rif
Out. Interface List +
R oo | ox
[
.
Rule: Drop TEKNISI (VLAN 20) to ADMIN (VLAN 10
*4 Firewall Rule > New... o
General Advanced Extra Action Statistics
V4 -
Enabled ** Firewall Rule > New... o ox
Comment General Advanced Extra Action Statistics
& Copy
Chain  forward bl [drcp ]
Src. Address | | | 192.168.20.0/24 5 LD
Log
Dst. Address 192.168.10.0/24 Reset Counters
Leglhzi Reset All Counters

Src. Address List  +
Dst. Address List  +

Protocol  +
Src. Port
Dst. Port
Any. Port

In. Interface  +
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D. Konfigurasi Hotspot (VLAN 30)

Mengaktifkan layanan

Hotspot pada interface VLAN 30.
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IP Bindings Service Por Walled Garc Walled Garc Cookies & X

Servers Server Profi Users User Profile Active Hosts
Enable Disable Remove
MName ~ Interface Address Pool Profile
* hotspotl vlan30-HOTSPOT  dhcp_pool3 hsprofl
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General

wilanl

Wireless
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Status

Traffic

Q, Find Y Filte
in iter O  Actions
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Hotspot Setup

Mode [ap bridge

Advanced Mode

Band 2GHz-B/G
Channel Width  20MHz
Frequency 2412
SSID  HOTSPOT -Siswa.id
Security Profile  default
WPS Mode  push button
Frequency Mode regulatory - domain
Country  etsi
Installation = any
Default AP Tx Limit +
Default Client Tx Limit +
Default Authenticate &
Default Forward &
Hide SSID
running ap

- £ Actions

Torch
- Reset Traffic Counters
- WPS Accept
WPS Client
Setup Repeater
Scan...
Freq. Usage...
Align...
- Sniff...
Snooper...
Reset Configuration
Reset MAC Address

Cancel OK

Apply
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!:1 Hotspot - Servers ServerProfi Users User Profile Active Hosts IPBindings Service Por Walled Garc Walled Garc Cookies & X
O New Q Find ¥ Fiter [0
4% Actions
P Server ~ Name Address MAC Address Profile Uptime =
counters and limits for trial users E
* N 00:001 Reset All Counters ¢
e all admin default 00:00:
= hotspotl siswa default 00:00:
3 B Live

Konfigurasi Manajemen Bandwidth

Membatasi trafik download/upload maksimal 5 Mbps untuk setiap segmen jaringan.

faﬁ Queues - Simple Queues Interface Queues QueueTree  Queue Types o X
4 New Enable (1) Disable €3 Remove O Find Y Fitter [0
o 0 o Z Actions
s ~PF Name Target Upload Max Limit ~ Download Max Limit Packet Marks Total A=
Reset Counters
00 = queuel vian10-ADMIN 5M 5M
Reset All Counters
‘ #0001 = queue? vian20-TEKNISI 5M 5M
2 = queus3 vian30-HOTSPOT oM oM

0B queued O packets queued

4. Hasil Pengujian (Troubleshooting)

Hasil Dari VLAN 20 TEKNISI :Mendapatkan Ip 192.168.20.40/24



Terminal

:Sip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default gqlen 1000
link/loopback 00:00:00:00:00:00 brd AP:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred _1ft forever
: enp2s0: <BROADCAST,MULTICAST,UP,LOWER _UP> mtu 1500 gdisc fq_codel state UP group default gqlen 1000
link/ether 18:cB:4d:ca:88:57 brd ff:ff:ff:ff:ff:ff
inet 192.168.20.40/24 brd 192.168.20.255 scope global dynamic noprefixroute enp2s0
valid_1ft 1212sec preferred 1ft 1212sec
inet6 fe80::7d4c:299c:f68d:bbf7/64 scope link noprefixroute
valild_1ft forever preferred 1ft forever
: docker@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN group default
link/ether be:17:6c:47:ce:9d brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/16 brd 172.17.255.255 scope global docker®
valid 1ft forever preferred 1ft forever
:-S ping googel.com
PING googel.com (74.125.68.99) 56(84) bytes of data.
from sc-in-f99.1e100.net (74.125.68.99): icmp_seg=1 tt1=105 time=18.2
from sc-in-f99.1e100.net (74.125.68.99): icmp_seg=2 tt1l=105 time=18.1
from sc-in-f99.1e100.net (74.125.68.99): icmp_seg=3 ttl=105 time=18.0
from sc-in-f99.1e100.net (74.125.68.99): icmp_seg=4 tt1l=105 time=18.1

--- googel.com ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/mdev = 17.954/18.107/18.242/0.102 ms

:~S

Terminal

5 ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
1link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
: enp2s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state UP group default glen 10(
link/ether 18:cP:4d:ca:88:57 brd ff:ff:ff:ff:ff:ff
inet 192.168.10.19/24 brd 192.168.10.255 scope global dynamic noprefixroute enp2s®
valid _1ft 1620sec preferred_lft 1620sec
inet6 feB80::7d4c:299c:f68d:bbf7/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
: docker®: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gqdisc noqueue state DOWN group default
link/ether be:17:6c:47:ce:9d brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/16 brd 172.17.255.255 scope global docker®
valid _1ft forever preferred_lft forever
:-S ping google.com
PING forcesafesearch.google.com (216.239.38.120) 56(84) bytes of data.
64 bytes from any-in-2678.1e100.net (216.239.38.120): icmp_seg=1 tt1=245 time=18.8 ms
64 bytes from any-in-2678.1e100.net (216.239.38.120): icmp_seqg=2 ttl=245 time=19.2 ms
64 bytes from any-in-2678.1e100.net (216.239.38.120): icmp_seg=3 ttl=245 time=18.9 ms
~C
--- forcesafesearch.google.com ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev i 18.798/18.973/19.190/0.162 ms
~5

TEKNISI tidak bisa melakukan Ping/Akses ke ADMIN




=1 Terminal Q

$ ping 192.168.10.19
PING 192.168.10.19 (192.168.10.19) 56(84) bytes of data.
From 192.168.88.252 icmp_seqg=1 Destination Host Unreachable
~C
--- 192.168.10.19 ping statistics ---
2 packets transmitted, 0 received, +1 errors, 100% packet loss, time 1000ms

s [

Hasil Dari VLAN 30 HOTSPOT :Mendapatkan Ip 192.168.30.39/24
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Login ke HOTSPOT-siswa.id -

= Detail jaringan 2 hotspot-siswa.co.id

Jenis
Wi-Fi 4

Alamat MAC yang diacak
6a:32:a8:8d:b4:70

Alamat IP
192.168.30.39

e Username

Gateway
192.168.30.1

&P Password

Subnet mask

255.255.255.0
Connect

DNS
192.168.100.1
8.8.8.8

Powered by MikroTik RouterOS

Kecepatan pengiriman link
72 Mbps

Kecepatan penerimaan link
65 Mbps




